
  

 

 

20 14  

 

 

Rimantas Semėnas, Mika Kaijanen 

Summary Report of a 

European Clearinghouse 

Topical Study 

European Clearinghouse: 
Analysis of events related to NPPs digital 
instrumentation and control systems 

Report EUR 26608 EN 



  

 

 

 

 

 

 

 

 

 

European Commission 

Joint Research Centre 

Institute for Energy and Transport 

 

Contact information 

Rimantas Semėnas 

Address: Joint Research Centre, PO Box 2, 1755 LE Petten, The Netherlands 

E-mail: rimantas.semenas@ec.europa.eu 

Tel.: +31 224 56 5306 

Fax: +31 224 56 5637 

 

http://iet.jrc.ec.europa.eu/ 

http://www.jrc.ec.europa.eu/ 

 

This publication is a Science and Policy Report by the Joint Research Centre of the European Commission. 

 

Legal Notice 

This publication is a Science and Policy Report by the Joint Research Centre, the European Commission’s in-house science 

service. It aims to provide evidence-based scientific support to the European policy-making process. The scientific output 

expressed does not imply a policy position of the European Commission. Neither the European Commission nor any person 

acting on behalf of the Commission is responsible for the use which might be made of this publication. 

 

 

JRC89523 

 

EUR 26608 EN 

 

ISBN 978-92-79-37801-0 (pdf) 

ISBN 978-92-79-37802- 7 (print) 

 

ISSN 1831-9424 (online) 

ISSN 1018-5593 (print) 

 

DOI: 10.2790/1877 (online) 

 

Luxembourg: Publications Office of the European Union, 2014 

 

© European Union, 2014 

 

Reproduction is authorized provided the source is acknowledged. 

 

Printed in The Netherlands 



  

 
1 

 

TABLE OF CONTENTS 

 

1. INTRODUCTION ........................................................................................... 2 

2. SCOPE AND METHODOLOGY ..................................................................... 3 

3. EVENTS DISTRIBUTION .............................................................................. 5 

4. RECOMMENDATIONS .................................................................................. 7 

5. CONCLUSIONS ........................................................................................... 13 

6. LIST OF ACRONYMS .................................................................................. 14 

7. REFERENCES ............................................................................................ 15 

 
 
 
 
 
 



  

 
2 

1. INTRODUCTION 

Applications using digital and software-based technology have become as 

common in nuclear power plants as in conventional industry. The spread of digital 

technology in the nuclear sector is inexorable. With growing problems of 

obsolescence, difficulty in obtaining replacement parts, increased maintenance 

costs and stringent industry requirements, nuclear utilities need to upgrade their 

existing instrumentation and control (I&C) systems. Digital technologies also offer 

potential performance and reliability improvements. However, the implementation 

of modern and advanced technologies may throw up challenges when it comes to 

assessing reliability, vulnerability to common-cause failure, radio-frequency 

interference or uncertainties around the licensing process.   

Digital I&C systems have become more integrated than their analogue 

predecessors, which consisted of separate components for different functions or 

systems, with familiar communication links and connections. 

A single digital system might include several applications or functions, 

communication between which may not be visible or identifiable. The consequent 

absence of discrete functions, a validation and verification or qualification 

procedure for such systems has required a great deal of effort and extensive 

knowledge. Another key feature of digital I&C systems is that design and 

implementation errors can cause ‘latent behaviour’ during the subsequent 

operation period. Software-based systems can be so complex that it is difficult to 

verify through commonly used testing or verification processes that they are fully 

error-free; greater attention must therefore be paid to procedural and quality 

issues in the design process and throughout their lifecycle. On the other hand, 

switching to digital I&C brings benefits in terms of faster implementation, 

space-saving and improved performance. 

Different aspects of Nuclear Power Plants (NPP) operating experience were 

analysed in the context of the European Clearinghouse’s efforts to collect lessons 

learned and predict recurrence of certain types of event. Some of the studies 

touched on issues relating to digital I&C systems, e.g. modifications, supply of 

components, construction and commissioning. 
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In this view, the objective of European Clearinghouse study [1] was to collect 

lessons learned and to provide recommendations aimed at avoiding occurrence of 

similar events. This Summary Report presents the main findings of this study.  

 

2. SCOPE AND METHODOLOGY 

2.1. Scope 

This study covers events related to all digital I&C systems over the period 1999 – 

2012. These digital I&C systems handle nearly all processes that are essential for 

normal NPP operation, as well as emergency conditions. Their components and 

functions include [2]: 

 sensors interfacing with physical processes and taking continuous 

measurements of variables such as neutron flux, temperature, pressure 

and flow; 

 control, regulation and safety systems that process measurement data to 

manage plant operation, optimise performance and keep the plant in a 

safe operating envelope; 

 communication systems for data and information transfer through wires, 

fibre optics, wireless networks or digital data protocols; 

 human-system interfaces to provide information and allow interaction 

with plant operating personnel; 

 surveillance and diagnostic systems that monitor sensor signals for 

abnormalities; 

 actuators (e.g. valves and motors) operated by the control and safety 

systems to adjust the plant’s physical processes; and 

 actuator status indicators (e.g. showing whether valves are open or 

closed and whether motors are on or off) providing signals for automatic 

and manual control. 

2.2. Methodology 

For this study, we screened operating experience databases: the International 

Reporting System (IRS) database, operated jointly by the International Atomic 

Energy Agency (IAEA) and the Nuclear Energy Agency of the Organisation for 
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Economic Cooperation and Development (OECD-NEA), and the Licensee Event 

Reports (LERs) of the US NRC database.  

The search yielded 200 IRS reports in the past 13 years. These 200 events were 

analysed and narrowed down to 53 applicable events. As for the LERS, 143 

reports between 1999 and 2012 were identified after a first search and 55 of them 

remained applicable after analysis. 

All events were categorised according to system, and further mapped against a 

digital I&C system lifecycle model involving the following phases: 

 Requirements phase – this includes all decisions for I&C functions and 

architecture, all kinds of requirement and analysis for the I&C system; the 

requirements are necessary for subsequent phases, e.g. implementing 

system or component design and verification; 

 Design phase – this includes completion of I&C system, the selection of 

components and establishing an architecture to achieve all applicable 

requirements. Design describes desired features and operations of the I&C 

system in detail, including screen layouts, operation rules, process 

diagrams and other documentation. The detailed design phase modifies the 

‘logical design’, resulting in a final detailed design which includes 

technology choices, specifies system architecture, meets all system 

performance goals, and retains all application functionality and behaviour 

specified in the logical design; 

 The verification and validation (V&V) phase – verification and validation are 

independent procedures used together to check that a product, service or 

system meets requirements and specifications and fulfils its intended 

purpose; 

 Implementation, integration and installation phase – this includes preparing 

implementation, integrating the system into a production environment and 

resolving problems identified in the previous phases; 

 Operation and maintenance phase – operating and maintaining the I&C 

system in a production environment; and 

http://en.wikipedia.org/wiki/Specification_(technical_standard)
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 Modification phase – to improve on the design or enhance operational 

performance and flexibility in response to new regulatory requirements, 

plant ageing or equipment obsolescence. 

The overall process is shown in Figure 2.1. 

 

 

3. EVENTS DISTRIBUTION 

Table 3-1 shows how the events were distributed across NPP systems, as 

screened according to IRS coding. The spread is fairly even, but the largest 

number affected turbine generator I&C, plant/process computer systems and the 

engineered safety features actuation system.  

Table 3-1. Events distribution across the NPP's systems 

Code System LER IRS 

3.I I&C 2 4 

3.I.2 Digital I&C 1 11 

3.IA Plant/process computers 9 7 

3.ID Turbine generator I&C 14 6 

Figure 2.1 Structure of the study. 
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3.IE Plant/ process monitoring 1 2 

3.IF In-core and ex-core neutron monitoring 5 1 

3.IH Radiation monitoring 0 2 

3.IK Reactor power control 1 5 

3.IL Recirculation flow control (BWR) 6 2 

3.IM Feedwater control 4 3 

3.IN Reactor protection 0 9 

3.IP Engineered safety features actuation 10 0 

3.IQ Non-nuclear instrumentation 1 0 

 Other 2 1 

 

Figures 3.1 and 3.2 are representations of events distribution based on detailed 

analysis of root causes, for IRS and LERs database respectively.  

As for IRS events, the largest number of events relates to the design phase and 

quite even proportions of the remainder are spread between the V&V, operation, 

modification and implementation phases.  

 

Figure 3.1. Distribution of IRS events across lifecycle phases.  
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As for the US NRC LERs, the events relate predominantly to systems 

implementation. 

 

Figure 3.2. Distribution of NRC events across lifecycle phases 

 

4. RECOMMENDATIONS 

This section presents only recommendations based on the event analysis and on 

lessons learned from these events. The complete results are presented in the 

tropical study [1].  

 

Requirements specification 

1. Factory and site acceptance tests should verify that daylight savings time- 

related changes have no impact on the operation of computer-based systems to 

be used in safety-significant applications and involving time or time-interval 

checks or calculations; 
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2. The design of any system should establish a development and implementation 

plan clearly identifying responsibilities between all organisations involved in 

design-related activities. Also, interfaces should be established between 

organisational entities within individual design organisations. Effective 

verification and validation programmes and methods should be established to 

ensure that the design meets the requirements of the system; 

3. Factory acceptance test procedures should properly identify all settings of 

digital devices and are conducted by personnel knowledgeable with the existing 

settings. The settings should also be verified through site acceptance tests, 

regardless of whether they are done at the factory. 

Design 

1. The design process of computer/software-based systems should ensure that: 

 system parameter values are appropriately justified and where 

appropriate confirmed with computer-based simulations; 

 failure modes and effects analyses evaluate and document all potential 

common-cause failures (including software) that could adversely impact 

the operation of a system; and 

 appropriate measures are taken to prevent single short-circuits on a 

signal processing board causing trip signal actuation in a different 

channel. 

2. For safety-significant systems, the design process should involve safety 

analysis by licensees to ensure that the system is sufficiently capable of 

preventing unrecognised single-point scram vulnerabilities. The safety analysis 

report should include detailed information on the system’s compliance with the 

technical specification requirements. System design should support alarms for 

signals that may be bypassed; 

3. I&C systems (including software) should be functionally identified and classified 

on the basis of their importance for safety functions in order to ensure that the 

corresponding requirements are applied in the design, construction, 

maintenance and operation of the plant. Identification should serve to meet 

safety classification requirements. This should ensure that lower-ranked 
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functions do not interfere (with respect to as regards safety) with higher-ranked 

functions. 

Verification and validation 

1. The verification and validation strategy for software-based systems should be 

based on classification for their importance to safety functions; 

2. The configuration management program should address non-safety-related 

computer software issues that affect power generation and/or reactivity. This 

may include software classification requirements, validation and testing of 

computer software; 

3. The design tools, including all software, involved in the calculation or verification 

of safety-related values (e.g. valve closing torque margin) should be 

documented and included in a V&V programme. This also applies to software 

used by component (e.g. valve) manufacturers. 

Implementation, integration and installation 

1.  A preventive maintenance program should be available for the periodic removal, 

testing and repair of electronic cards (equipment) and components in other 

safety-related systems. An effective lifecycle management program should be 

developed and implemented for I&C system components. 

Operation 

1.  It should be ensured that input data for the reactor thermal power calculation 

system are properly flagged and that any change (e.g. in performances) will be 

properly identified and reflected in the software. This applies to all input data for 

safety-related software applications; 

2. Administrative and technical measures should be taken to limit to a minimum 

the risk of malicious software targeting control and protection systems; 

3. Procedures should be put in place to ensure that computer engineering 

personnel review security patches for systems supported and install them within 

an acceptable timeframe; 
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4. The following should be ensured: 

 proper understanding of: 

o the function of modules; 

o testing features; and 

o design settings for each module; 

 relevant testing to attain the correct process loop response for all 

operating conditions; and 

 application of the proper methods to test newly installed I&C modules.  

To avoid deficiencies in the troubleshooting of failures in digital electrical 

protection circuits and software, adequate and appropriate staff responses to 

transient conditions, it is necessary to ensure: 

 periodic training for personnel responsible for operating digital protection 

circuits and the software modification process; 

 periodic review of the procedures for work on protection systems so as to 

ensure the actual status of their current configuration; 

 regular audits to ensure compliance with procedures; 

 simulator training for plant operating staff (MCR), covering the transients 

from available operating experience; and 

 periodic briefings of MCR personnel on standard responses to transient 

conditions linked to different actuation levels in the reactor protection 

system. 

5. Introducing digital I&C systems in reactor protection and other safety-related 

plant systems may create additional noise sources and increase the 

susceptibility of this equipment to the electrical noise already present in the 

NPP environment. Safety-related operational and functional procedures must 

address the possibility of I&C system malfunction caused by RFI. 
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Sound engineering practice should be applied for non-safety-related upgrades. 

RFI from these systems should be checked to ensure that safety-related I&C 

systems are not affected. Appropriate guidelines and standards should be 

applied during design, installation and testing of the effects of RFI and power 

surges on the I&C system; 

6. Work management systems should be reviewed or revised to ensure that the 

importance (impact) of subtle problems is recognised, prioritised and properly 

addressed. The risk of such activities should be assessed in advance and 

simulator testing should be carried out before work is approved; 

7. It should be ensured that separation of safety and non-safety functions is not 

jeopardised by network communication. Any interference between 

safety-related and non-safety systems, i.e. transfer of failures from less to more 

important systems, should be eliminated. In particular, connections and traffic to 

any potentially susceptible devices on the plant ICS network should be 

restricted (e.g. using firewalls). 

Modification 

1. Industry and regulatory authorities have recognised the potential for enhanced 

safety and reliability offered by digital systems. However, some uncertainties 

exist as regards licensing in the field of digital technology. A consensus 

approach between regulators and licensees is therefore needed to ensure that 

the treatment of digital issues is predictable and consistent. 

For digital upgrades to safety-significant systems, licensees should conduct a 

defence-in-depth and diversity analysis as part of the design process to ensure 

that the plant is sufficiently able to cope with common-cause software failure 

vulnerabilities. The analysis should include such vulnerabilities on the basis of a 

high-quality software design, implementation, and verification and validation 

program; 

2.  It should be ensured that any modification or update of safety-related digital 

devices by the manufacturer is duly documented and reported to the operator, 

even if the modified devices have not yet been purchased. After assessment by 

the operator and/or regulator, the modification or update could then be applied 
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to devices already installed or purchased and stored, and reflected in the 

purchase specifications; 

3.  When a PC interface for diagnosis/maintenance devices is back-fitted to plant 

systems, it should be ensured that both the interface and the device are 

included in the scope of the post-modification tests, so that any unexpected 

impact they have on the system can be detected; 

4.  The plant I&C configuration management program should cover any changes to 

digital I&C (even tuning of pre-existing parameters such as time constant), so 

that these are properly assessed before, and properly tested after, 

implementation; 

5.  Licensees should ensure that personnel planning and conducting modification 

tests are trained in the use of appropriate test tools, procedures and techniques. 

It should be ensured that only qualified and experienced personnel perform 

these tasks. Licensee personnel responsible for digital systems and software 

should be trained in what to expect from software change package 

documentation; 

6.  In plant modification projects, the replacing of equipment belonging to safety 

systems or affecting such systems, and the testing and verification programmes 

for the new equipment, must be carefully planned and reviewed; 

Where modifications are implemented, comprehensive tests should be carried 

out (in addition to factory acceptance tests and the verification and validation 

program) when the I&C system has been installed and integrated on site. These 

installation and completion tests should ensure that the whole system is tested 

as it is intended to operate in practice. 

If the same type of equipment is introduced in several applications, care should 

be taken to avoid common-cause errors and dependencies between safety 

systems assumed to be independent in the plant’s safety analysis; 

7. Safety analysis of modifications should include assessment of radio-frequency 

interferences or electro-magnetic compatibility problems associated with 
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interfacing with digital microprocessors. It should also include analysis of 

components’ sensitivity to external effects; 

8.  Modifications should be carried out in accordance with established procedures 

and include a safety evaluation demonstrating that plant safety is not adversely 

affected by the changes. 

The design of embedded system software should account for future activities 

(e.g. maintenance or setting) which may generate values by default, so that it 

can be verified that these values would not lead to unexpected system 

behaviour; 

9. During this phase, the following should be taken into account: 

 importance of administrative support for scheduled changes to plant 

equipment, e.g. organisation of reconstruction, timely preparation of 

necessary operating procedure updates, staff training on all ongoing 

changes; 

 any change during implementation of a digital I&C system should be 

documented, approved and submitted to appropriate 

post-implementation tests; and 

 where relevant, post-implementation test procedures should explicitly 

include verification of information displays. 

 

5. CONCLUSIONS 

For the purposes of this study, the IRS and US NRC databases were screened to 

select events affecting digital I&C systems between 1999 and 2012. 

The study cites a number of lessons learned and recommendations from operating 

experience of digital I&C systems. Trend analysis of the events shows that many 

are caused by mistakes or failures in the modification phase. 
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Digital upgrades in safety-related systems require comprehensive analysis before, 

and proper testing after, implementation. Only experienced and trained personnel 

should be involved in the implementation process. 

Digital technologies are more vulnerable to electro-magnetic compatibility 

problems associated with interfacing with digital microprocessors or the targeting 

of software-based supervisory control and data acquisition systems by complex 

malware, etc.       

It was found that I&C software is often considered completely reliable, with virtually 

no possibility of failure. However, operating experience demonstrates that software 

programming is not an exact science – errors may exist and this should be taken 

into account by improving the safety culture around new digital I&C. 

Experience from the operational phase highlights vulnerabilities in computer 

networks, data overload and communication breakdown between systems. 

Stringent requirements should apply to the implementation of interfaces between 

safety and non-safety-related applications. 

Given the significance of their safety functions, software-based systems should be 

subject to a proper, sound verification and validation strategy. The study also 

showed how important it is that this strategy includes all software involved in the 

calculation or verification of safety-related values. 

Finally, the collection of experience of operating digital I&C systems was limited by 

the low number of available reports with sufficient detailed information allowing 

in-depth analysis. Therefore, analysis of digital I&C operating experience 

demonstrates a need to discuss reporting criteria and event taxonomy, possibly 

also covering sub-components or lifecycle phases. 

 

6. LIST OF ACRONYMS 

BWR Boiling water reactor 

CCF Common-cause failure 

I&C Instrumentation & control 
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IAEA International atomic energy agency 

IRS International reporting system 

JRC-IET Joint Research Centre — Institute for Energy and Transport 

LER Licensee event report 

MCR Main control room 

NPP Nuclear power plant 

OECD-NEA Organization for Economic Cooperation and Development — 

Nuclear Energy Agency 

OEF Operational experience feedback 

RFI Radio-frequency interference 

US NRC United States Nuclear Regulatory Commission 

V&V Verification and validation 
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Abstract 

 

Applications using digital and software-based technology have become as common in nuclear power plants as in conventional 

industry. The spread of digital technology in the nuclear sector is inexorable. With growing problems of obsolescence, difficulty 

in obtaining replacement parts, increased maintenance costs and stringent industry requirements, nuclear utilities need to 

upgrade their existing instrumentation and control (I&C) systems. Digital technologies also offer potential performance and 

reliability improvements. However, the implementation of modern and advanced technologies may throw up challenges when it 

comes to assessing reliability, vulnerability to common-cause failure, radio-frequency interference or uncertainties around the 

licensing process. 

 

The aim of this report is to summarize an analysis of NPP events related to digital I&C systems in various phases of the 

lifecycle, starting with design-related issues and ending with implementation and operational aspects. 
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